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. AMEERFALH

> Microsoft X A7 2022 4£ 2 f #AE ¥

AZ{mBHE: 2022-2-8

EFFEHEE: 2022-2-8

fEid: 2022 F 2B 8 H, MR T 2022 F 2 BB EfiTRe S, BE TS mEFEN 49 1
ZeiEE. ST REE: Windows 11 (22 4N). Windows Server 2022 (21 4). Windows 10
21H2 (21 1). Windows 10 21H1 (21 4. Windows 10 20H2 & Windows Server v20H2 (21 4).
Windows 8.1 & Server 2012 R2 (13 4\). Windows Server 2012 (13 /). WindowsRT 8.1 (13 4)
# Microsoft Office-related software (8 %), FIFLIARRE, WEETLSIILTEINRERS], FRENEUH
B8, BAPR, HUTIZEARD, BURRERIRSGES. 1B K Microsoft R RR T Hith T &#T,
BHRS | RRAEXINE L2 S,

CVE w2 YA R EERRERRm SR ImAERA

. \Windows 11

Windows DNS S

—— EE Server 2022

CVE-2022-21984 |erver ImfE{SmBH [ . _ .
po. AR UAS AT Server, version 20H2

(TR Windows 10

\Windows 11

Server 2022
Server, version 20H2

. Server 2019
Windows Kernel [EE :
CVE-2022-21989 . \Windows 10
I REEFHRIR HFSURTT

Server 2016

Server 2012 R2
Server 2012
Windows 8.1

SharePoint Server 2019
SharePoint Server

Microsoft ShareP = Subscription Edition
CVE-2022-22005 |oint Server imfe({|___ . . _ SharePoint Enterprise Server 2
e RS
FEHATIREIR 016
SharePoint Enterprise Server 2
013
Office LTSC 2021
Office 2016
Microsoft Office == Office 2013
CVE-2022-22003 |Graphics i@/ _ . Office LTSC for Mac 2021
ke A RS HT :
i7AK i | Office 2019

Office 2019 for Mac
365 Apps Enterprise

3EiE: https://msrc.microsoft.com/update-guide/releaseNote/2022-Feb
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> Oracle MySQL Cluster %y \ 163 4% 1% /& A

AZ®mBH: 2022-01-18

EHiEM: 2022-02-24

SERMRR:

Oracle Oracle MySQL Cluster <= 8.0.27
Oracle Oracle MySQL Cluster <= 7.6.20
Oracle Oracle MySQL Cluster <= 7.5.24
Oracle Oracle MySQL Cluster <= 7.4.34
ik :

CVE(CAN) ID: CVE-2022-21280

Oracle MySQL Server XEFREX (Oracle) ARIA—RKRELEUERE.

Oracle MySQL f9 MySQL Cluster (4844 Cluster: General) 7.4.34 R ZRIARA. 7.5.24 R ZBIRAS.
7.6.20 RZEIMALUR 8.0.27 RZAIRAFEBAKIEERER. XEETMBZBEERAR MySQL
Cluster, FS2 MySQL Cluster #iZE,

P& https://www.oracle.com/security-alerts/cpujan2022.html

Y

T T
Oracle

Oracle EEAEHR T —IMRELS (cpujan2022) LARABRIANT
cpujan2022: Oracle Critical Patch Update Advisory - January 2022
$&E: https://www.oracle.com/security-alerts/cpujan2022.html

» Cisco NX-OS Software &4~ 7E N\ ¥ ¥

AfHHEAL: 2022-02-23
EFTEE: 2022-02-24
SRNRSR:

Cisco Cisco NX-OS Software
fid

CVE(CAN) ID: CVE-2022-20650

Cisco NX-OS Software €ER#} (Cisco) AEN—EEREIER OFIRIERTRM .
Cisco NX-OS Software fJ NX-API 4R E R SIENRE, ZmRR T EFRAITM A SURH T IEFRIGIE.
Zd MM EE A R R KRR ER S LERRIIRH T ER® .

S
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-nxapi-
cmdinject-
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BN

I EHhT:

Cisco

Cisco BE AR T—PLRLNE (cisco-sa-nxos-nxapi-cmdinject-ULUKNMZ2) LARFBRIANT
cisco-sa-nxos-nxapi-cmdinject-ULUkNMZ2: Cisco NX-OS Software NX-API Command Injection
Vulnerability

§&Z: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-
nxapi-cmdinject-ULukNMZ2

> Adobe lllustrator & JFi BUR

AfmEHE: 2022-02-08

E¥TEHER: 2022-02-18

SRR

Adobe Adobe lllustrator <= 26.0.2
Adobe Adobe lllustrator <= 25.4.3

i :

CVE(CAN) ID: CVE-2022-23196

Adobe lllustrator REERELY (Adobe) ABN—EETHENEUSHIFRG.

Adobe lllustrator 25.4.3 RZHihRAH] 26.0.2 RZBINRAFESFEIRR. WEETFRAZRESH
BRAFHEFSSEFERE (20 ASLR),

<*3j&: Yonghui Han (Fortinet's FortiGuard Labs )

P& https://helpx.adobe.com/security/products/illustrator/apsb22-07.html

=iy

JIET

Adobe

Adobe EEAIAH T —NLENE (APSB22-07) LARABERIANT:

APSB22-07: Security Updates Available for Adobe lllustrator | APSB22-07
p&E . https://helpx.adobe.com/security/products/illustrator/apsb22-07.html
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